
SECARDEO   

certBox.org Manual  24.08.2009 

certBox.org 
User Manual 

Secardeo GmbH 

Release: August 2009 

  



SECARDEO   

certBox.org User Manual - ii - 24.08.2009 

Contents 

Contents ...................................................................................................................... ii 

1 Introduction .......................................................................................................... 1 

1.1 General .......................................................................................................... 1 

1.2 HTML-Search ................................................................................................ 1 

1.3 LDAP-Search................................................................................................. 1 

2 Windows .............................................................................................................. 2 

2.1 Download and Import of a certificate ............................................................. 2 

2.2 Download and Import of a certificate chain .................................................... 6 

3 Outlook 2007 ..................................................................................................... 10 

3.1 LDAP-configuration ..................................................................................... 10 

3.2 HTML-Usage ............................................................................................... 12 

3.2.1 Download and Import of a certificate ..................................................... 12 

3.2.2 Download and Import of a vCard .......................................................... 14 

3.2.3 Download and Import of a certificate chain ........................................... 15 

4 Adobe Reader 9 ................................................................................................ 17 

4.1 LDAP-configuration ..................................................................................... 17 

4.2 HTML-Usage ............................................................................................... 18 

4.2.1 Download and Import of a certificate ..................................................... 18 

4.2.2 Download and Import of a certificate chain ........................................... 20 

5 Mozilla Thunderbird 2 ........................................................................................ 23 

5.1 LDAP-Configuration ..................................................................................... 23 

5.2 HTML-Usage ............................................................................................... 24 

5.2.1 Download and Import of a certificate ..................................................... 24 

5.2.2 Download and Import of a certificate chain ........................................... 26 

6 Lotus Notes 8 .................................................................................................... 30 

6.1 LDAP-configuration ..................................................................................... 30 

7 PGP-Desktop .................................................................................................... 32 

7.1 LDAP-configuration ..................................................................................... 32 

 



SECARDEO   

certBox.org User Manual - 1 - 24.08.2009 

1 Introduction 

1.1 General 

www.certBox.org offers a manual search for X.509 certificates and PGP keys using a 
HTML search page and an automated search using LDAP. 

1.2 HTML-Search 

In order to search for certificates or keys please enter a complete and valid e-mail 
address into the address field and use the drop down box to select, if you want to 
search for X.509 certificates or PGP keys. 
Before starting your first search please enter the random letters that are displayed on 
the left into the validation field. Click on "search!" 

 

1.3 LDAP-Search 

For automated LDAP-Search please follow the following instructions for your 
program. If your program is not described here, please do as follows: 

Configure your e-mail application according to your user guide with the address 
ldap://ldap.certbox.org and port 389. The search base is empty. 
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2 Windows 

2.1 Download and Import of a certificate 

Click on the link ĂSearchñ and enter the requested e-mail adress 

 

Afterwards click on the link ñCertificateò, select ñSaveò and select the folder of 
your choice. 

For the import, select the certificate and click on ñInstall Certificateñ 
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Afterwards click on ĂOpenñ 

 

Now click ĂNextñ 
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Now select ĂPlace all certificates in the following storeñ, and click ĂBrowseñ 

 

Then you select ĂPersonalñ, and click ĂOKñ 
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Now click ĂContinueñ 

 

Finally click ĂFinishñ 
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2.2 Download and Import of a certificate chain 

Click on the link ĂSearchñ and enter the requested e-mail adress 

 

Afterwards click on the link ñCertificate chainò, select ñSaveò and select the 
folder of your choice. 
 

For the import, select the certificate and click on ñInstall Certificateñ 
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Then click ĂOpenñ 

 

Now click ĂNextñ 
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Now select ñPlace all certificates in the following storeñ, and click on ĂNextñ 

 

There you select ĂPersonalñ, and click ĂOKñ 
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Now click ĂNextñ 

 

Finally you click ĂFinishñ 
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3 Outlook 2007 

3.1 LDAP-configuration 

Click ĂToolsñ, and then ĂAccountñ 

 

Click on ñAddress bookò and select ñNewò 
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There you select ñInternet directory service(LDAP)ò and click ñNextò 

 

Afterwards you enter ñldap.certbox.orgò for the server name 

 

ldap.certbox.org 












































